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The Virtual World: New 

Opportunities, New Threats

 Digital transformation has created boundless opportunities but also novel vulnerabilities.

 Deep-fakes—AI-generated synthetic media, can convincingly impersonate voices, faces, 

and even behaviors, making traditional verification methods obsolete.

 Insider threats, often overlooked, remain among the most damaging sources of fraud, 

especially when combined with sophisticated digital deception.



The Explosive Growth of AI-Powered Fraud





What is Deepfake?

Deepfake is a technique that uses deep learning algorithms to create fake media usually by

swapping a person's face/audio from a source into another person's face in a target.

These hyper-realistic digital manipulations of images, voices, and videos have the potential to

create widespread misinformation, erode trust in media, and even incite political and social unrest.

Deepfakes can be used to make people say things they never said, do things they never did, and

create scenarios that never occurred.

One might recognize deepfake technology from Photoshop or mobile applications that can alter

images and backgrounds, make people younger or older, mimic or clone voices, inject people into

movie scenes or morph faces on the bodies of celebrities.





Deep-fakes: The New Face of Fraud

 Implications for Uganda and Africa:

As digital adoption accelerates, so do targeted social engineering attacks leveraging local 

languages and contexts.



What are deepfakes used for?

While deepfakes offer creative and educational possibilities, they also pose serious risks when misused. 

Some common applications include:

Fraud and Scams: Deepfakes can be used for fraudulent activities, such as impersonating someone for 

financial gain or committing identity theft.

Misinformation and Fake News: One of the most concerning applications is the creation of deceptive 

content, such as spreading false information, defaming individuals, or manipulating public opinion.

Political Manipulation: They can be employed to create misleading political propaganda, manipulate 

elections, or damage the reputation of public figures.

Entertainment: Deepfakes have been used to create humorous videos or mimic famous personalities for 

entertainment purposes.

Creative Projects: They are sometimes utilized in filmmaking or other creative endeavors to bring 

fictional characters to life or enhance visual effects.



What are risks associated with deepfakes?

Deepfakes pose significant risks and ethical concerns due to their potential to deceive and manipulate. 

Some reasons why they are problematic include:

Misinformation: Deepfakes can spread false information and contribute to the erosion of trust in media 

and information sources.

Privacy Concerns: They can infringe upon individuals' privacy rights by superimposing their likeness 

into compromising or fabricated situations.

Identity Theft: Deepfakes can be used to impersonate individuals, leading to identity theft, reputational 

damage, or extortion.

Manipulation of Reality: They blur the line between truth and fiction, making it difficult to discern 

genuine content from manipulated content.

Potential for Harm: Deepfakes have the potential to cause harm by inciting violence, damaging 

relationships, or undermining democratic processes.











What is Deepfake Phising?

One might recognize deepfake technology from

Photoshop or mobile applications that can alter images

and backgrounds, make people younger or older, mimic or

clone voices, inject people into movie scenes or morph

faces on the bodies of celebrities.

It exploits trust, bypasses traditional security measures,

and manipulates individuals into revealing confidential

information.



How does deepfake phishing work?

Deepfake phishing follows the same core 

principle that social engineering attacks 

follow, which is to confuse or manipulate 

users, exploit their trust and bypass 

traditional security measures.



Attackers can weaponize deepfakes for phishing 

attacks in several different ways. 

1.Emails Or Messages

Businesses are already losing billions of dollars to business email compromise (BEC) attacks (or CEO 

fraud) every year. Deepfakes make BEC attacks even more dangerous because threat actors can use 

this approach to personalize messages and make their identities seem more credible. For instance, 

attackers can create fake LinkedIn profiles of CEOs and use them to lure employees.

2. Video Calls

An attacker can use a video deepfake over a Zoom call to engage and convince victims to share 

confidential information (such as credentials) or manipulate them into carrying out unauthorized financial 

transactions. For example, a scammer in China used face-swapping technology to impersonate someone 

and convinced the victim to transfer $622,000.

3. Voice Messages

It’s extremely easy to clone anyone’s voice these days. All that’s required is a three-second clip. These 

deepfakes can be used to engage people in live conversations, further blurring the lines between reality 

and deception. 
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AUDIO DEEPFAKES



What is deep fake voice?

 A voice deepfake is one that closely mimics 

a real person's voice. The voice can 

accurately replicate tonality, accents, and 

other unique characteristics of the target 

person. People use AI and robust 

computing power to generate such voice 

clones or synthetic voices.



Partial Fake Speech Attacks in the Real World 

Using Deepfake Audio



Why should 

organizations be 

concerned about 

deepfake phishing?



1. It’s a fast-growing threat.

Deepfake technology is becoming increasingly

sophisticated and accessible thanks to generative AI

tools. Instances of deepfake phishing and fraud have

surged by an astounding 3,000% in 2023.

2. It’s highly targeted.

Attackers can use deepfakes to create highly

personalized attacks, targeting people based on their

specific interests, hobbies and network of friends,

exploiting vulnerabilities that are unique to select

individuals and organizations.



3. It’s difficult to detect.

AI can mimic someone’s writing style, clone voices with

near-perfect accuracy and create AI-generated faces

that are indistinguishable from human faces. This

makes deepfake phishing attacks extremely hard to

detect.



How can organizations mitigate the 

risk of deepfake phishing?

• Deepfake phishing attacks are just 

getting started. Below are some 

best practices organizations can 

adopt to mitigate the risk of 

deepfake phishing:



Action Plan for Organizations

Improve staff awareness of synthetic content.

Train employees to recognize and report deepfakes.

Deploy robust authentication methods to reduce the 
risk of identity fraud.



Improve staff awareness of 
synthetic content.

Employees must be made aware of the increasing 
proliferation and distribution of synthetic content. 
Employees must be taught not to trust an online 
persona, individual or identity simply because 
they have some videos, photos or audio clips on 
their online profile.



Train employees to recognize 
and report deepfakes.

When it comes to phishing prevention and detection, nothing is more

powerful than human intuition. Training employees to recognize and report

fake online identities, visual anomalies such as lip sync inconsistencies,

jerky head and torso movements, unusual audio cues, and irregular or

suspicious requests is paramount. Organizations that do not have this

training expertise can also consider phishing simulation programs that use

real, in-the-wild example social engineering scripts.



Deploy robust authentication methods 
to reduce the risk of identity fraud.

Deploying tools such as phishing-resistant multi-factor 

authentication and zero-trust can certainly reduce the risk of 

identity theft and lateral movement to a degree. That said, 

security leaders can expect to see attackers attempting to hack 

or bypass authentication systems using clever deepfake-based 

social engineering techniques.



Protecting yourself from deepfake phishing

🔐 1. Be Skeptical of Urgency.

2. Verify Voice/Video Requests.

📧 3. Double-Check Email & Social Media.

🔐 4. Use 2-Factor Authentication (2FA)

🔍 5. Look for Deepfake Signs

6. Use Verification Tools.

7. Stay Educated.

💼 8. Train Your Team (If at Work)



Building a Cybersecurity Culture

Promoting awareness 

and education

Leadership’s role in 

emphasizing security

Establishing clear policies and 

procedures



How can you spot a deepfake?

a) Inconsistent Audio-Visual Cues: The audio may not sync perfectly with the lip 

movements, or there may be discrepancies between the subject's voice and their actions.

b) Contextual Clues: Consider the context of the content. If it seems highly unlikely or out of 

character for the individual depicted, it could be a deepfake.

c) Source Verification: Verify the source of the content and look for signs of manipulation or 

tampering.



How can you spot a deepfake?





How can you spot a deepfake?

Unnatural Facial Expressions or Movements: Deepfakes may exhibit subtle glitches or unnatural movements in

the subject's face or body.

Pay attention to the face. High-end deepfake manipulations are almost always facial transformations.

Pay attention to the cheeks and forehead. Does the skin appear too smooth or too wrinkly? Is the agedness of 

the skin similar to the agedness of the hair and eyes? Deepfakes may be incongruent on some dimensions.

Pay attention to the eyes and eyebrows. Do shadows appear in places that you would expect? Deepfakes may 

fail to fully represent the natural physics of a scene.

Pay attention to the glasses. Is there any glare? Is there too much glare? Does the angle of the glare change 

when the person moves? Once again, deepfakes may fail to fully represent the natural physics of lighting.

Pay attention to the facial hair or lack thereof. Does this facial hair look real? Deepfakes might add or remove a 

mustache, sideburns, or beard; but, deepfakes may fail to make facial hair transformations fully natural.
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How can you spot a deepfake?

Check the Source: Verify the origin of the video. If it's from a reputable source, it's more likely to be 

authentic.

Look for Inconsistencies: Watch for inconsistencies in lighting, shadows, and reflections that may 

indicate manipulation.

Audio Analysis: Pay attention to audio quality and consistency. Mismatched or unnatural sounds could 

be a sign of manipulation.

Frame Analysis: Analyze individual frames for anomalies, such as strange artifacts or inconsistencies 

that might occur during video editing.

Deepfake Detection Tools: Use specialized tools designed to detect deepfakes. These tools may use AI 

algorithms to identify unnatural facial expressions or inconsistencies. Reverse Image/Video Search: Use 

reverse image or video search engines to check if the content has been used elsewhere, indicating 

potential manipulation.



In spite of some legitimate applications like films and commerce, deepfakes are more commonly used for 

exploitation. Some studies have shown that much of deepfake content online is pornographic, and deepfake

pornography disproportionately victimizes women.

There is also concern about potential growth in the use of deepfakes for disinformation. Deepfakes could be used to 

influence elections or incite civil unrest, or as a weapon of psychological warfare. They could also lead to disregard 

of legitimate evidence of wrongdoing and, more generally, undermine public trust.

What can be done to protect people?

As discussed above, researchers and internet companies, such as Microsoft and Intel, have experimented with 

several methods to detect deepfakes. These methods typically use AI to analyze videos for digital artifacts or details 

that deepfakes fail to imitate realistically, such as blinking or facial tics. But even with these interventions by tech 

companies, there are a number of policy questions about deepfakes that still need to be answered.

For example:

•What can be done to educate the public about deepfakes to protect them and help them identify real 

from fake?

•What rights do individuals have to privacy when it comes to the use of deepfake technology?

Deepfakes are powerful tools that can be used for exploitation and disinformation. With advances making them more 

difficult to detect, these technologies require a deeper look.



INSIDER 

THREATS



Uganda police crime report 2024



FRAUD SCHEMES AND DETECTION MECHANISMS



ACFE Statistics









Insider Threats To Watch

Out for With a Remote Workforce











CONSEQUENCES OF INSIDER THREATS

1. Financial Loss

Insider threats cause massive financial damage, whether intentional or accidental. Organizations lose an average of 

$11.5 million annually to insider threats, with each malicious attack costing around $701,500.

Beyond direct losses, companies face expenses for incident response, forensic investigations, security upgrades, and 

regulatory fines under laws like GDPR and SOX. For publicly traded companies, insider threats can also shake 

investor confidence and drive down stock prices.

2. Reputational Damage

Reputational damage from insider threats is rising fast, with attacks aimed at harming a company’s image 

jumping from 8% to 37%. Leaks, data breaches, and internal misconduct can quickly erode public trust and brand 

credibility.

Customer trust is often the first to go. Data breaches push consumers toward safer alternatives, and once lost, trust is 

costly and difficult to regain.

“It takes 20 years to build a reputation and a few minutes of cyber-incident to ruin it.” Stephane Nappo, Cybersecurity 

Expert

3. Legal and Compliance Issues

Insider threats can trigger serious legal and compliance issuesFor industries like finance and healthcare, insider 

threats can result in revoked licenses and restricted operations. Enforcing strong access controls, monitoring 

systems, and legal safeguards is crucial for staying compliant and avoiding costly setbacks.









Understanding User Behavior 

Based Insider Detection

Definition:

User Behavior Based Insider Detection leverages analytics to monitor and assess users' digital activities,

identifying anomalies that may indicate insider threats or fraud.

Why Focus on User Behavior?

Insiders often have legitimate access, making traditional perimeter defenses ineffective.

Behavioral patterns can reveal subtle, early indicators of malicious intent.

Key Concepts:

Baseline Profiling: Establishing normal user activity.

Anomaly Detection: Spotting deviations from the baseline.



Techniques & Technologies

Behavioral Analytics:

• Machine learning models analyze login times, file access, data transfers, and application 

usage.

• Examples: Sudden large data downloads, off-hours access, unusual privilege escalations.

User and Entity Behavior Analytics (UEBA):

• Integrates data from multiple sources (logs, emails, file activity).

• Correlates behaviors across users and devices for context-aware alerts.

Continuous Monitoring:

• Real-time detection enables rapid response to suspicious activities.

• Automated risk scoring for users based on observed actions.



Challenges & Best Practices

Challenges:

• False Positives: Legitimate activity may appear anomalous.

• Privacy Concerns: Balancing detection with user privacy rights.

• Adaptive Threats: Malicious insiders may mimic normal behavior.

Best Practices:

• Regularly update behavioral baselines to reflect role changes.

• Combine technical controls with organizational policies (e.g., regular training, access reviews).

• Foster a culture of security awareness to encourage reporting of suspicious behavior.

CFE’s Role:

• Interpret behavior analytics in context.

• Coordinate with IT and HR for thorough investigations.



WHY DO CARS HAVE BREAKS?



Conclusion

Safeguarding integrity in the virtual world is a shared responsibility.

As fraud examiners and anti-fraud professionals, our vigilance, adaptability, and 

commitment to continuous learning will determine our collective success. Let’s be 

proactive, not just reactive, in defending against both high-tech and human-driven 

threats.

Thank you. I look forward to your questions and a lively discussion!
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